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1. OBIIAS XAPAKTEPUCTUKA PABOYEH NPOI'PAMMBI YYEBHOM
JANCHUIIVINHBI «OI1.11 KOMIIBIOTEPHBIE CETH»

1.1. MecTo AMCHUIIIIMHBI B CTPYKTYPe OCHOBHOM NpogeccHoHaIbLHOM
0o0pa3oBaTe/IbHOI NPOrPaMMbIl

VYyeOnas nucuurmHa «OIL11 KommbroTepHble ceTH» NPUHAIICKUT K
obmenpodeccuoHaaTbHOMy  IUKIYy  (oOmenpodeccHoHabHBIC  AUCITUTUTHMHBI)
oOpazoBaTenbHOM TporpamMmbl 1o crnernuanbHocTH  09.02.11 PazpabGotka w
yHnpaBjieHUE MNPOrpaMMHBIM oOecreueHreM. JIMCIMIUIMHA H3ydYaeTcsi Ha BTOPOM
Kypce B YETBEPTOM CEMECTpe; 3K3aMEH MpPOBOJUTCA B YETBEPTOM CEMECTpE.
Jucnumnaa onupaercss Ha OIL.01 «OnepalioHHbIE CUCTEMBI U Cpefbl» (COKETHI,
Docker, komannnas crpoka Linux), OI1.02 «ApxuTekTypa anmnapaTHBIX CPEICTB» U
OIl.07 «MaremaTuueckuil ammapar» (IBOWYHAsl 3alUCh, KOHTPOJbHbIE CYMMBbl) U
dbopMupyeT OCHOBY JJIsl MPOQPECCHOHATBHBIX MOIYJIEH, CBSI3aHHBIX C pa3paboTKOil U
pa3BEpPThIBAaHUEM BEO-IPUIIOKECHHUM, MHTErpanue monayneit mo APl wm 3amurtoit
uHpopManum.

Heap aucuumauHbl: (GOpMHpPOBAHUE y OOyYarOUIMXCA MPEJCTaBICHUH O
MPUHIMIIAX TIOCTPOCHUS, (PYHKIIMOHUPOBAHUS U HCIOJIB30BAHUS KOMITHIOTEPHBIX
ceTel; yMEHUM pacCUUTHIBATh aJpecaliio, HacTpauBaTh U JUATHOCTUPOBATH CETEBbHIC
coenuHeHus, a”anmm3upoBath HTTP-oOMeH wu 3amumaTte COEIUHEHHS BeO-
npuioxenuii (TLS, oOpatHblli TpOKCH), HAacTpauBaTh ceTu KoHTelHepoB Docker;
HaBBIKOB Oe3omacHoro mpumeHeHus poccuiickux MM -accucrentos (GigaChat, Anuca
Al) st quarHoCTUKY U pa3dopa CETEBBIX KOHPUTYPAITHIA.

1.2. Heap un nu1aHupyemMble pe3yJibTaThl 0CBOCHHUS AUCHHUIIHHBI

Pe3ynbrarbl OCBOEHHS JUCHMIUIMHBI COOTHOCATCS C  IUJIAHUPYEMbBIMU
pe3yibTaTaMu OCBOCHHsSI 0Opa3oBaTelIbHOM MpPOrpaMMbl, MPEACTABICHHBIMU B
MaTpUlle KOMIIETEHLUHA BBIMYCKHUKA. B pe3ynbrare OCBOEHHUS AUCIMILIAHBI
oOy4aromuics JOJKeH:

aapecaruto, ciry:x6s1 DHCP 1 DNS-
ket B Linux u Windows;

— CTPOUTH U aHAIN3UPOBATH MOJIEIIN
KOMIIBIOTEPHBIX CETEH,
paccumMThIBaTh aapeca CeTei, MacKH 1
MOJICETH (B TOM YHCIIE C IEPEMEHHOM
JIuTrHOM Macku — VLSM) u
MIPOBEPSTH PAaCUETHI CIIEHApUEeM Ha
PHP umu Python;

— 3¢ dexTrBHO NCTIOIB30BATH
anmapaTHbIC ¥ TPOTPaMMHEBIE

Koa OK, YmMmenns S3Hanuga
K
OK 01 — OpPraHU30BHIBaTh U KOHQUTYPUPOBATH | — OCHOBHBIC TIOHSTHS KOMIIBIOTEPHBIX
OK 02 KOMIIbIOTEpPHBIE CETH, HACTPauBaTh CeTel: THUIIbI, TOIIOJIOTUH, METOABI
OK 09 CTaTUYECKYIO U TUHAMUYECKYIO JOCTYIIA K Cpe/ie Tepeiaydn;

— anmnaparHble KOMIIOHEHTHI
KOMIIBIOTEPHBIX CETEH;

— IPUHLIMIIE TAKETHOH Mepesadn
JAHHBIX;

— MOHSITUE CETEBOI MOJIEH, CETEBYIO
monens OSI u apyrue ceTeBbie
moznenu (TCP/IP);

— IPOTOKOJIBI: OCHOBHBIE MTOHSTHS,
MPUHIUIEI B3aUMOACHCTBHS,
pasianyus 1 0COOEHHOCTH
pacnpocTpaHEHHBIX TPOTOKOJIOB
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Koa OK,
K

Ymenns

3uanus

KOMITOHEHTHI KOMITBIOTEPHBIX CETe
[P PEIICHUH Pa3INYHbIX 33]1a4:
MOHTHPOBATh M TECTUPOBATH
KaOelbHbIE COCTMHEHUS,
HaCTpauBaTh yIpaBlIeHUE
kommyTatopom, VLAN,
MapIIpyTU3AIMIO U TPAHCIISAIUIO
anpecoB (NAT);

— BBITIOJTHATE CXEMBI U YePTEIKU
KOMIIBIOTEPHBIX CETEH €
HCITOJIE30BAHUEM TTPHUKIIATHBIX
MPOTrPaMMHBIX CPEIICTB
(diagrams.net/draw.io);

— paboTaTh C MPOTOKOIAMH Pa3HbIX
ypoBaeii crexa TCP/IP,
yCTaHABIMBATh U HACTPAUBATh
napameTpsl IPOTOKOJIOB,
aHAITM3UPOBATh CETEBOU Tpaduk
(tcpdump, Wireshark);

— O0HApYXKHUBATh U YCTPAHITh OIUOKH
TIpY TIepeaye JaHHBIX, IPUMEHSIS
YTUJIIUTEHI ping, traceroute, ip, ss, dig u
curl;

— ananmm3upoBatb HTTP-o0men BeO-
npuiioxenns, HactpauBate HTTPS,
0o0OpaTHBIN MPOKCH Nginx,
xamupoBanue 1 CORS; HacTpauBath
cetu koHTeliHepoB Docker u Docker
Compose asst CBA3KHU «BeO-
MpUJIOKEHNE — 0a3a JaHHBIX»;

— UCNOIb30BaTh poccuiickue M-
accucrenthl (GigaChat, Anmuca Al)
JUIs AMarHOCTHKH ceTel U pazbopa
CeTeBbIX KOH(pUTrypauuii ¢
00s13aTeNIbHOM MPOBEPKOM pe3y/IbTaTa
U COOITI0JICHHEM TpeOOBaHUN
nH(pOPMALIMOHHOHN 0€30MacHOCTH.

(Ethernet, ARP, IP, ICMP, TCP,
UDP, DHCP, DNS, HTTP, TLS),
YCTaHOBKY MTPOTOKOJIOB B
OTIEPAIlMOHHBIX CUCTEMAX;

— agpecanwio B cetsax (MAC, IPv4,
[Pv6, mopThI, TOMEHHBIE UMEHA),
OpTraHU3aIUI0 MEXCETEBOTO
B3aMMOJICHCTBHS: KOMMYTAIIHIO,
VLAN, mapmpytuzanuio, NAT;

— 0COOCHHOCTH CETEBOI'0
B3aMMOJICHCTBHSA BEO-NIPUIIOKEHUHN U
KOHTEHHEPOB, OCHOBBI 3aITUTHI
CETEBBIX COCTMHEHUM (MEKCETEBOE
skpanuposanue, TLS, VPN,
TpebdoBanus 152-03);

— BO3MOXKHOCTH, OTPAaHUUYCHUS U PUCKU
npuMeHenust M-accucteHToB npu
JUarHOCTHKE U HACTPOHKE CeTel;
TpeOOBaHUS K 3alIUTE
KOH(UTYpaIyii, aipecoB, MapoJieH,
KIIIOYEH U IePCOHATBHBIX JAHHBIX
npu paboTe ¢ HUMH.

Ilepeyens popMupyeMbIX 001X KOMIIETEHIIUI:

Kon HanmeHoBaHue 0011eli KOMIIeTEHIIMH
OK 01 Bri6upath criocoObl perieHus 3aaa4 IpoheCCHOHATBHON ACSITEIbHOCTH
MIPUMEHUTEIBHO K PA3TMYHBIM KOHTEKCTaM
OK 02 Hcmonb30BaTh COBpeMEHHBIE CPEICTBA TTONCKA, aHAIM3a M HHTEPIPETAIIII
uH(popManny 1 HHPOPMALIMOHHbBIE TEXHOJIOTUH [Is BBIITOJIHEHHS 33124
npodecCHOHATEHON AeATENbHOCTH
OK 09 [Tonwp3oBaTbes mpodeccnoHaIbHON TOKYMEHTALMEH Ha TOCYAapCTBEHHOM U

HWHOCTPAHHOM A3BbIKaX
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1.3. MexaucuunjinHapHbie CBSI3H U UCII0JIb3yeMble HH(POPMALIMOHHbIE
TEXHOJIOTHH

ConepkaHue AUCIUIUIMHBI MMOCTPOCHO TaK, YTOOBI pe3yJbTaThl €€ OCBOCHUS
UCIOJIb30BAIUCh, B JIPYTUX JUCHUIUIMHAX U NPO(ECCHOHATBHBIX MOAYJISIX
CIIEUAJIBHOCTH, a cama JIMCLUUIUIMHA ONHpajach Ha paHee HW3YyYEHHBIH MaTepHall
KiroueBble cBsizu MpUBEACHBI B TAOIHUIIE.

JAucuunminna, MoayJn Conep:xanue cBsI3M

OI1.01 Oneparuonnsie Coxketsl, TCP/UDP, komans ss U netcat, systemd, Docker —

CUCTEMBI U CPEbI ocHoBa TeM 4.1 u 5.1; cereBoii cTek Linux ucnonb3yercst B
nabopaTtopHbix padorax Ne4—11, 15-17.

OI1.02 ApxutekTypa CereBble ajanTepsl, IMUHBI 1 HHTEPEICH, yCTPOHCTBA BBO/IA-

anmapaTHbIX CPEICTB BBIBOJIa — aIlllapaTHasi OCHOBA TeMBI 1.2.

OI1.03 MudopmarmoHHbIe [ToaroTroBka cxem u TeXHHUECKOH noKkyMeHTanuu (draw.io),

TEXHOJIOTUH B mouck 1 oopmieHne nHGHopMaIyu, padoTa co CIIPaBOYHBIMU

po(heCCUOHATTLHOM pecypcamu — Tema 1.1, mabopatopHas padora Nel.

JeSITeIbHOCTH

OI1.04 OcHoBBI Cuenapuu Ha PHP u Python mist pacuéra noncereit

NTOPUTMHU3ALNN U (maboparopnas padora Ne3), popmarter JSON u API — ocHoBa

IIPOrpaMMHUPOBAHUS TeMbI 4.2.

OI1.05 OcHoBbI YTpo3bl 1 MEphI 3aIUThI, IIHPPOBAHNE, MEKCETEBBIC IKPAHBI U

rH()OPMATHOHHON VPN — temsi 3.2, 4.3 u 5.2 pazusatot nonoxenus OI1.05 na

0e301MacHOCTH YPOBHE CETEBBIX POTOKOJIOB.

OI1.07 MaremaTtuueckuit JBonyHas cucTeMa CYUCICHUS U JIOTUYECKUE ONEPALINU IS

amnmapar pacuéra MacoK, KOHTPOJbHBIE CyMMbI — TeMa 2.1 u
naboparopHas padora Ne3.

OI1.10 Cepruduxarus TpeboBaHwMsI K 3aIUTE KAHAIOB CBSI3H, MEXKCETCBOMY

WH()OPMAITMOHHBIX CHCTEM SKPAHUPOBAHUIO U MPOTOKOIMPOBAHUIO — TeMbI 3.2, 4.3 u 5.2.

I[IM.01 Pazpabotka, Monkmovenue kmeHToB kK MySQL/MariaDB no cetu, mopt

aJIMUHUCTPUPOBAHUE U 3306, mpaBa 1o XOCTy, IU(PPOBAHUE COSAUHEHUS, U30JIALUS

3amuTa 6a3 TaHHbIX CYB/l B cetu Docker — tema 5.1.

[IM.02 Pazpabotka u [Ipotokon HTTP, xonsr cocTtosnus, popMarsl 0OMEHa U

WHTErpanus Moaysiei ayTeHTH(UKaLUs TpU HHTETpanuu Moaynei mo APl — temsbr 4.1,

MIpOrpaMMHOTO o0ecrniedenus | 4.2.

[IM.03 IIpoekTrpoBanue u HTTP, cookies, kamuposanune, CORS, DNS, HTTPS u
pa3paboTka BeO-npuiIoKeHUH | 0OpaTHBIA NpOKCH Nginx npu pa3BépreiBanuu Laravel, Next.js u
Nuxt.js — Temsr 2.3, 4.2, 4.3.

OI'C3.04 UnoctpanHbIit Urenne noxymenrtanuu 1 RFC Ha aHTIHiicKOM A3BIKe,
SI3BIK B TPO(eCCHOHATIBHOM TEPMHUHOJIOTHSI CETEH.
JeSITeTIbHOCTH

PaboTa ¢ HCKycCTBEeHHBIM MHTe/LIeKTOM. Tema 6.1 u mabopaTopHas paborta
Nel8 mocsmensr npuMmeneHuto poccuiickux MU-accucrentos (GigaChat, GigaCode,
Amuca Al, YandexGPT) npu namarHocTuke W HacTpoiike ceteil. B mabopaTopHbIX
pabotax Ne3, 5, 9, 10, 14 u 16 acCHCTEHT HCIOJB3YeTCA KaK BCIIOMOTAaTEIHHOE
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cpencTtBo (0ObSACHEHHE BBIBOJA YTWUJIMT, YEPHOBUK KOH(Urypauuu nginx, nftables,
Compose; mnpoBepka pacu€ra MOJCEeTeil), Mociae 4Yero pe3ysbTaT o0053aTe’abHO
IIPOBEPSIETCS KOMaHAAMU CHHTAKCUYECKOTO KOHTPOJIA, CIEHApUEM pacyéra u
JNOKyMeHTauuen, a wucnonb3oBanne MU ¢ukcupyercs B oTuére. 3ampeniaercs
nepeaaBath MW-cepBucaMm maposiv, KJIOYH, aJpeca M TOMOJIOTHIO PEalbHBIX CETEH,
KypHaibl U niepcoHanbHble AaHHble (152-D3). Ucnonb3zoBanue M -accucteHTOB Ha
KOHTPOJIbHBIX paboTax, TECTUPOBAHUM U 3K3aMEHE HE JI0IyCKaeTCsl.
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2. CTPYKTYPA U COJAEPKAHUE YYEBHOM JUCHUTLJIMHBI

2.1. O0beM y4eOHOI TUCHUILUIMHBI M BUBI Y4e0HO padoThI

Bun yueOHoii padoThl Oo6bem B yacax

O0bem o0pa3oBaTeIbHON MPOrPaMMBbI 72

B TOM 4HucJe:

TEOpETUIECKOe 00yUeHUE 36
71a00paTOpHbIEC U IPAKTUUECKUE 3aHITUS 36
caMmocTosiTenbHas pabora -
MIPOMEKYTOYHAS aTTecTalus (IK3aMeH ) B TIpejiesiax o01ero

o0bemMa

JucuuminHa u3ydaerca Ha 2 Kypce B 4 cemectpe. PopMa MpOMEKYTOUHOU
aTTecTallH — DK3aMEH.

2.2. TemaTnuyeckuii 1aH U coaep:kanue yyeOnou aucuunmiauabsl OILL11
KoMmnbloTrepHsbie ceTu

HaumeHnoBaHue Coaep:xkanue yueOHOro MmarepuaJia u popmbl Ob6bem Koasbt
pa3fiesioB U TeM OpraHM3alMH JesITeJTbHOCTH 00YYaI0IINXCsl B KOMIeTeHIu i
yacax

Pa3nen 1. OcHOBBI OCTPOEHUsI KOMIIbIOTEPHBIX ceTeil (12 u)

Tema 1.1. O6mme | Conep:kaHue yueGHOI0 MaTepHuaJia 4 OK 01, OK 02,
CBEJCHUs O 1. IloHsTHE KOMITBIOTEPHON CETH, CETEBOTO OK 09
KOMIIbIOTEPHOM B3aNMOJIHCcTBISA, pecypcoB ceTd. Kiaccudukarus

cern. CereBble CeTeH M0 TEPPUTOPHATBEHON PACTIPEAEIEHHOCTH

mozaesnu OSI u (JToxanpHBIE, TOPOJICKIE, TI00ATHHBIC) U TTO YPOBHIO

TCP/IP aJMHHUCTPATUBHOM IOAAEPKKH (0JHOPAHTOBbIE

CEeTH M CETH Ha OCHOBeE cepBepa). lHTepHeT Kak
COBOKYITHOCTb CETEM.

2. Tomonoruu: muHA, 3B€3/1a, KOJBIIO, SICHUCTAS U
cMernaHHast; GU3NIecKasi ¥ JOTHIecKast TOMOJIOTHSL.
Mertonpl TocTyna K cpefie epeiadyn JaHHBIX:
CSMA/CD u CSMA/CA, npuumHbl 0TKa3a OT
CSMA/CD B KOMMYTHUPYEMBIX CETSX.

3. [IpuHIMITEI TaKETHON TIepeqadn JAHHBIX:
KOMMYTAal1s KaHaJIOB, COOOIEHUH 1 TaKeTOB;
MIOHATHE NAKETa, 3aJIeprKKa, IPOITyCKHAs
crnocoOHocTh. PacuéTr Bpemenu nepenauu daiina no
KaHaly.

4. ToHsTHE CETEBOM MOJIENH, IIPOTOKOJA, MHTepdelica n
ciryx0b1. Monens OSI: cemb ypoBHEH u UX
¢yukn. Mogens TCP/IP: wetbipe ypoBHS 1
cootsercTBre OSI. MHKancynsamus: 1aHHbIE,
CETMEHT, IIaKeT, Kajap, OUT.

5. CxeMbI ceTeld: morudeckas v (puznveckas cxema,
yCIIOBHBIE 0003HaueHMs, mporpamMma draw.io
(diagrams.net); TpeGoBaHUA K OQOPMIICHHIO CXEM.

B ToM yHcIIe IPAKTHYECKUX 3aHATHI U 2
Ja0opaToOpHBIX padoT

1. JTaboparopHast pabora Nel «IlocTpoeHue cxeMbl
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HaunmenoBanue
pa3neyoB U TeM

Conepxanue y4eGHOro Mmatepuaia u ¢Gopmbl
OpraHu3anum JAesiTeTbHOCTH 00yYaIIUXCs

Oo6neM

qyacax

Koabl
KOMITeTeHII M i

KOMITBIOTEPHOM CeTH: JIOrn4eckas u pusndeckas
cxeMbI HeOobIIoro oduca B draw.io»

Tema 1.2.
AnmnapatHbie
KOMIIOHEHTBI
ceTeil.
Du3nvecKuii u
KaHaJIbHBIH
ypoBHu. Ethernet
n Wi-Fi

Coaep:xkanue yueOHOro MaTepuaJia

1. ®usnyeckue cpepl Nepeaadn JaHHBIX: BUTas mapa
(kaTeropud, JUIMHA CETMEHTa), ONITOBOJIOKHO,
pannokanain. CoenuHuTeny, cxema ooknma T568B,
HMHCTPYMEHTHI MOHTaXa U TECTUPOBaHHS KaOeIbHBIX
CHCTEM; CTPYKTYpUpPOBaHHas KaOesbHas cUCTeMa.

2. CereBo# amanrtep: QyHKINMU, XapaKTEPUCTHKH,
npaiisepsl, MAC-aapec. KommyHuKanmonnoe
00opyaoBaHue: KOHIICHTPATOP, KOMMYTATop,
MapHIpyTH3aTOP, TOYKA JOCTYIIA, IUTI03; YPOBHU
mozenu OSI, Ha KOTOPBIX OHU paboTaloT.

3. Texnonorus Ethernet: ¢popmaTs! kagpa, ckopocty,
JIOMEH KOJUIN3HH U IUPOKOBENIATEIbHBIA JJOMEH,
tabma MAC-agpecoB kKoMmMmyTaTropa. TeXHOJIOTHH
TokenRing u FDDI kak ucropuueckue.

4. BecripoBoansie cetu IEEE 802.11: cranmapTsl,
nmuana3onsl 2,4 u 5 I'T', SSID, kaHasl, 3ammTra
WPA2/WPA3; Tunmysblie IpoOIeMbl TOKPBITHS |
TTOMEX.

B TOM 4nciIe NPAKTHYECKUX 3aHATHH H

JadopaTopHBIX padboT

1. JTaboparopHast pabora Ne2 «MoHTax 1
TECTUpOBaHUE Kalens «BUTas Mapa, HaCTpoiKa
0ecrpoBOIHOI TOUKH JOCTYIIa»

OK 01, OK 02,
OK 09

Pasnen 2. Anpecanusi, IMarH0cTuKa u 6a3oBble ceTeBble Cay:KO0bI (16 u)

Tema 2.1.
Anpecanus IPv4:
macku, CIDR,
noacern, VLSM.
Hacrpoiika
aapecanuu

Conep:xanue y4e0HOro MaTepHuaJia

1. Tumer agpecos creka TCP/IP: nokansasie (MAC),
cereBble (IP), momennsie nmena. ®opmat [Pv4-
ajipeca, IBOMYHAS U IECATHYHAS 3aITUCh, KIACCHI
a/IpecoB KaK MCTOPUYECKAsi OCHOBA, OECKIIacCOBas
aapecarus CIDR (RFC 4632).

2. Macka oJICeTH U JUIhHA TTpe(uKca, CETh,
[IMPOKOBEIIATENFHBIN aJIpec, YUCIIO y3JI0B
2"(32—n)—2. Yactnsle agpeca (RFC 1918), anpeca
127.0.0.0/8 m 169.254.0.0/16, nokyMeHTaIllMOHHBIE
nuama3onsl RFC 5737.

3. Pa3buenne Ha MOACETH: PaBHbIE MOJICETH M METO
VLSM, anroputm «ot OoJiblIel oACeTH K
MeEHbIIIei», cyMMupoBaHnue MapuipyTos. [IpoBepka
pacuéros nporpammHo (PHP: ip2long, long2ip,
OWTOBEIC OTIEPALINN).

4. Cratnueckas 1 TMHaAMUYeCKas aJlpecars,
Ha3zHadeHue ajpeca, nnto3a u DNS B Linux (ip,
netplan) m Windows (PowerShell, rpadudaeckmii
nHTEepdeiic); mocieacTBUs OMINOOK B MacKe U
LIJTIO3€.

B ToM 4yHcJIe IPAKTHYECKUX 3aHATHH U
Ja0opaTOpPHBIX padoT

1. JTaboparopHast pabora Ne3 «Pacuér nojcereit u

OK 01, OK 02,
OK 09
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VLSM: munan anpecanyn y4eOHON CeTH ¢
NpoBepKoi cuieHapueMm Ha PHP»

2. Jlaboparopnas pabora Ne4 «Hacrpoiika ctaTndeckoit
anpecanuu B Linux u Windows, mpoBepka ceTeBbIX
apamMmeTpoB»

Tema 2.2.
IIporokoa ARP,
ICMP u IPv6.
JInarnocTuka
cereit

Copep:xanue yueOHOIro MaTepHuaJia

1. Ilporokon ARP: oTobpaxkenue IP-aapecos Ha
nokanbHbIe afpeca, ARP-3anpoc u oTBeT, TabnUIA
cocezeit (ip neigh).

2. [Ipotokon ICMP: coobuienus echo, destination
unreachable, time exceeded; mpuHIMI paboTHI ping
u traceroute (mone TTL). IPv6: popmar u
COKpaIleHue aapeca, THIbI (unicast, link-local,
ULA, multicast), aBrokonduryparms SLAAC.

3. MeToanKka JUAarHOCTUKH IO YPOBHSAM «CHHU3Y BBEPX»:
CBsI3b Ha KaHAJIbHOM YPOBHE, apecC U LUTIO3,
MapIIpyT, UM, IOPT, PUKIIATHOH TPOTOKOI.
YTunmutsl ip, ping, traceroute/mtr, ss, tcpdump n
Wireshark.

B ToM uMc/Ie IPaAKTHYECKUX 3aHATHI H

Ja0opaToOpHBIX padoT

1. JTaboparopHast pabora Ne5 «/luarHocTrka ceTH:
ICMP, ARP, traceroute, aHanu3 kaapoB B tcpdump u
Wireshark»

OK 01, OK 02,
OK 09

Tema 2.3.
JnnamMmuyeckas
agpecauusa DHCP
U cHCTeMa

JTOMEHHBIX HMEH
DNS

Conep:xanue yue0HOro MaTepuasia

1. IIporoxosr DHCP: oomer DORA (Discover, Offer,
Request, Acknowledge), apenna, my,
pesepBupoBanue o MAC, peTpaHCcIsnus,
napameTpsl (uto3, DNS). Anpeca APIPA
(169.254.0.0/16) kak mpU3HAK HETOCTYITHOCTH
DHCP. Pucku: nocroponnuit DHCP-cepsep.

2. Cucrema DNS: nepapxusi, kopaesbie, TLD u
aBTOPHUTETHBIE CEPBEPHI, PEKyPCHBHBIN pe30JIBED,
xom v TTL. 3amucu A, AAAA, CNAME, MX, NS,
TXT. daiinsl /etc/hosts, /etc/resolv.conf, yrunura
dig; xonpt orBeta NXDOMAIN u SERVFAIL.

3. Jlokanbubiid DNS miist pazpaborku: dnsmasq, 3arnucu
JUISL TECTOBBIX IOMEHOB, 0COOCHHOCTH IOMEHOB .test
u .localhost.

B ToM uMc/Ie IPaAKTHYECKUX 3aHATHI H

J1aGopaTopHbIX padoT

1. JTaboparopHast pabota Ne6 «/InHamudeckast
anpecanus 1 DNS: DHCP-cepBep u tokanbHbIIH
DNS na dnsmasq, 3anpocs dig»

OK 01, OK 02,
OK 09

Pazpnen 3. KommyTranus u mapupyrtusanus (14 4)

Tema 3.1.
KommyTanus,
VLAN n
ynpaBJjieHue
KOMMYTATOPOM

Conep:xanue yueOHOro MaTepuaJia

1. KommyTanus kanpos, o0yuenue tadbmumnst MAC-
a/IpecoB, MIMPOKOBEIIATENFHBIN IITOPM U TIETIIH;
npotokos STP (ocToBHOE JIepeBo) U ero
Ha3Ha4EHHE.

2. BuptyaneHble nokanbsable ceTH VLAN: HazHaueHue,

OK 01, OK 02,
OK 09
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cragaapt IEEE 802.1Q, ter, access-moptsI u trunk-
nopThl, native VLAN; MexceTeBOe B3aUMOICHCTBIE
VLAN uepe3 mapmpyrtuszarop. Peammzamus VLAN
B Linux (VLAN-aware bridge, komansr bridge
vlan).

3. YrpaBieHue KOMMyTaTopoM: KoHcoub, SSH, BeO-
unTepdeiic; ornenvHas VLAN ynpaBneHus, 0TKa3
ot Telnet u mapoJeii Mo yMoI4aHuio, pe3epBHOE
KOIIMPOBaHUE KOH(UTypaLu.

B ToM unciie npakTHYeCKUX 3aHATHI H

Ja0opaToOpHBIX padoT

1. JJaboparopuas pabora Ne7 « VLAN u trunk:
cerMeHTanys yaeoHoi cetn cpencrsamu VLAN-
aware bridge Linux»

2. JIaboparopHas pabota Ne§ «YmpasieHue
KOMMYTAaTOpOM: yIain€HHbIN noctyn mo SSH,
VLAN ymnpasienus, pe3epBHast KOs
KOH(UTypaIum»

Tema 3.2.
Mapupyrusauus
,NAT n
MesKceTeBoe
JKPAHUPOBaHHE

Coaep:xkanue yueOHOro MaTepuaJia

1. Tabnuia MapupyTH3aluH, [UTI03 0 YMOJYaHUIO,
METpUKa, PaBUJIO CaMOTO JUTMHHOTO TpedHKca.
Mapupytuzarop Ha 6aze Linux (ip_forward, ip
route).

2. CraTnueckas U AMHAMUYECKast MapIIpyTH3aIys:
npuHunel nporokonoB RIP, OSPF u BGP, o6nacts
MIPUMEHEHHST; aBTOHOMHBIE CHCTEMBI M OPTaHU3aIHS
MEKCETeBOT0 B3auMmozenicTeust B lHTepHeTe.

3. Tparcnsamus cereBoix afapecoB: SNAT, DNAT, PAT
(masquerade), mpobpoc noptoB, orpannuenust NAT.
MeskceTeBoit SKkpaH: GUIBTpaLHUs ¢ OTCICKUBAHUEM
COCTOSIHUS, TOJIMTHKA TI0 YMOITYaHUFO, TAOIHUIIBL 1
enouku nftables.

4. TexHONOTUH TIIO0ATBEHBIX CETCH: TTPHHITUAIIBI
MTOCTPOCHHS, KaHaJIBI ONIEPAaTOPOB CBSI3H,
nojkIroueHue oduca k urepuery.

4 OK 01, OK 02,

OK 09

B ToM 4HcIIe IPAKTHYECKUX 3aAHATHI U

J1a0opaTOPHBIX padoT

1. JTaboparopHast pabora Ne9 «MapuipyTuzarusi Mex1y
MOJICeTSIMU: MapuIpyTu3atop Ha Linux, cratiuyeckue
MapIUIPYThI, IILTI03 0 YMOTYAHUIOM

2. JJaboparopnast padota Nel0 «NAT u mexcereBoii
sKkpaH nftables: MmackapaauHr, mpoOpoc mopTa,
MIOJINTHKA «3aIpEnIeHo BCE, KpoMe
Pa3pELLIEHHOTO»

Pa3nen 4. TpaHcOpTHBIN U NPUKJIAAHONH YPOBHHU: ceTh Ii1azamMu BeO-pazpadoruuka (16 4)

Tema 4.1.
IIporoxoasr TCP
u UDP.
IIpukiaagnbie
NMPOTOKOJIBI

Coaep:xkanue yueOHOIro MaTepuaJia

1. HOpTBI 1 COKETHI, AUAIIa30HbI ITIOPTOB, CJ'[y)KGI)I u
mopThl 10 yMomuanuio (22, 53, 80, 443, 3306).
[Ipotokomn UDP: HazHaueHune, 0cOOCHHOCTH.
[Iporokon TCP: TpéxcTOpoHHEE pyKOTIOKATHE,
3aBCPIICHUE COCAUHCHU S, COCTOSHHUSA, TTOPAIKOBEIC

2 OK 01, OK 02,

OK 09

Crpanuna 11 u3 20

JOKYMEHT MOAMNCAH 3NIEKTPOHHOW MOANUCHIO

1 nognucb

CsefeHuns o noanucax — Ha ancrte nognvcen. Mposepka NOAANHHOCTM — No QR-koay.

FTAMOY CO «HmxHeTarnnbCckui
TOProBO-3KOHOMUYECKUNIA
Konnemx»




HaumenoBanue Copep:xanue yued0HOro marepuaja u popmsi O6bem Kons!
pa3enoB U TeM OpraHM3anuy JesITeTbHOCTH 00YYaoIIuXCsl B KOMIeTeHIn i
yacax

HOMepa, NOATBEPKICHHU.

2. Cxomnp3siiee 0OKHO, YIIPaBJI€HUE TOTOKOM H
Neperpys3Koi, MOBTOPHAs Iepeiada; 3a1epiKKa
(RTT), norepu, IKUTTEP U UX BIUSIHUE HAa BpeMs
OTKJIMKa BeO-mipunoxkenus. [Ipuknannsie
npotokossl FTP, SSH, SMTP, IMAP/POP3, Telnet
U UX NOPTHL; KIUEHT-CEPBEPHAst MOJIEIIb.

B ToM 4HcIIe IPAKTHYECKUX 3aAHATHI U 2

J1aGopaTopHbIX padoT

1. JTaboparopHast pabora Nell «Ananu3 TCP-ceanca:
pYyKOIOXaTHe, OKHO, COCTOSIHHS COSIMHEHUH (SS,

tcpdump)»
Tema 4.2. Copep:xanue yuedOHOTro MaTepuaJia 4 OK 01, OK 02,
IIporoxos HTTP: | | Crpykrypa HTTP-3anpoca u otsera, metons GET, OK 09
3anmpochbl, KOAbI, POST, PUT, PATCH, DELETE, 0e3omnacubie u
3aroJ10BKu, HJIEMIIOTCHTHBIE METOMBL, KOABI COCTOSHUSA 1XX—5XX
cookies, n ux npumenenne B REST API na Laravel (200,
K3MpoBaHue, 201, 204, 301, 302, 304, 400, 401, 403, 404, 419,
CORS 422, 429, 500).

2. 3aronoBku Host, Content-Type, Accept,
Authorization, Location, Set-Cookie. Cookie u
ceccun, prmaru HttpOnly, Secure, SameSite; Token
CSREF B Laravel (kox 419).

3. Ksmmposanue: Cache-Control, ETag, If-None-Match,
otBeT 304; X1 B uMeHax QaiisoB coopku Vite;
CDN.

4. TTonutuka ogHoro ucrounuka u CORS: mpocTeie u
npenBaputenbhbie (preflight) 3ampocsr, 3aromoBku
Access-Control-*; B3anmoieiicTBie KJIMEHTOB
Next.js, Nuxt.js, Svelte ¢ API na Laravel.

5. HTTP/2 u HTTP/3 (QUIC): MynbTHILIIEKCHPOBAHUE,
cxkarue 3arojoBkoB; WebSocket; paznnuus ¢
HTTP/1.1.

B ToM uHciIe NPAKTHYeCKUX 3aHATHH U 4

J1a6opaTopHbIX padoT

1. JTaboparopnast pabora Nel12 «<HTTP na npakruke:
3arpocsl curl, METobI, 3aroJI0BKH, KOJIbI
COCTOSIHHS, COOKies»

2. JIaboparopnas padora Nel3 «HTTP-o6men Beb-
npuioxkeHus Ha Laravel: kammpoBaHue, ceccuu,
CORS mis xinenra Ha Next.js mwin Nuxt.js»

Tema 4.3. 3amura | Conep:kanue yuedOHOTro MaTepuasia 2 OK 01, OK 02,
coequnennii: TLS | | TIporokon TLS: Ha3HaueHue, pykonoxatue (Ha OK 09
u HTTPS. npumepe TLS 1.3), ceptuduxar X.509, uenouxa
Oobparub1ii noBepus, pacupenus SNI u subjectAltName, cpok
NMPOKCH nerictBus, HSTS; Thrmdanbie ommmoKu
KOH(UTypaIuy.

2. OOpartHbIii TpoKcH Nginx: npokcupoBanue Ha PHP-
FPM u cepsepst Node.js (Next.js, Nuxt.js),
3aronoBku X-Forwarded-For u X-Forwarded-Proto,
nepeHanpasnenue HTTP — HTTPS, npocras
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0aJaHCHPOBKA HATPY3KU. ABTOMATH3AIUS BhITyCKa
ceprudukaros 1o nporokory ACME (0630p).

B ToM yHcIIe IPAKTHYECKUX 3aHATHI U 2

Ja0opaTOpPHBIX padoT

1. JTaboparopHast pabora Nel4 « HTTPS u oOpatHbiii
IIPOKCH: NginX, cepTu(duKar, nepeHanpapieHe C
HTTP, 3aronoBku 6€3011acCHOCTHY

Pa3nen 5. Cetn koHTeiiHepOB U 6€30MAaCHOCTH ceTeBbIX coequHeHui (10 1)

Tema 5.1. Cetn Copep:xanue y4edOHOTro MaTepuasia 2 OK 01, OK 02,
Docker u Docker | | JipaiigepsI ceteit Docker: bridge, host, none, overlay OK 09
Compose. loctyn (0630p); MOIB30BATEIBLCKUE CETH U BCTPOCHHBIH
K 023aM IaHHBIX DNS (ums cyx0bl Kak uMs y3i1a); IyOIuKarus
1o ceTn IIOPTOB U TPAHC/IALUA aAPECOB, CO31aBacMast

Docker.

2. Docker Compose: cetu frontend u backend,
mapametp internal, u3onsmus 6a3bl JaHHBIX.
BsanmoneiictBue Laravel-npunoxenns c
MySQL/MariaDB 1o umenu ciyx051, mopt 33006,
YYETHBIE 3alIMCH C IPUBA3KOM K XOCTY
('user'@'host'), HENOMTYCTUMOCTD IyOIMKALIMK [TOPTA
CYB/J Hapyxy.

3. JIuarHocTrKa CeTeBbIX MPOOJIEM KOHTEHHEPOB:
docker network inspect, docker exec, ss, mpoBepka
DNS BHyTpH ceTH.

B ToM 4HcJIe IPAKTHYECKUX 3aHATHI U 4

J1aGopaTopHbIX padoT

1. JlaboparopHuas padora Nel5 «Cetu Docker: mpaiiBep
bridge, nonb3oBaTenbckue ceTH, BCTpoeHHbINH DNS,
yOuKanus nopToB»

2. Jlaboparopnas pabora Nel6 «Docker Compose:
usonupoBaHueie cetu frontend u backend ayist
cBsi3ku nginx, PHP-FPM u MariaDB»

Tema 5.2. Yrpossl | Coaep:xanue yueGHOTo MaTepHuaJia 2 OK 01, OK 02,
ceTeBOi 1. Yrpossl: npociymupanue Tpaduka, ARP-criydunr, OK 09
0e3omacHoOCTH. nepexsar coeaunenuii (MITM), noqmena DNS,
SamuméHHbIi CKaHUPOBAHHUE MTOPTOB, OTKA3 B OOCITY)KUBAHUU
YAQIEHHbI (DDoS). Mepsi: cermenranms, DMZ, mmmdpoBanue
AocTyn KaHaJIOB, MUHUMU3aLIU OTKPBITHIX TOPTOB,

KYpPHAIUPOBaHHE.

2. 3ammménnbli ynanéuusiii nocrym: SSH (kimtoun,
tynHenn), VPN (npunnumner, WireGuard, [Psec —
0030p). Tpebosarms 152-D3 k 3amure
MEPCOHATBHBIX JAHHBIX MTPU Iepeaade Mo CeTH.

B ToM 4nciie npaKTHYeCKUX 3aHATHI 1 2

JadopaToOpHBIX padoT

1. JTaboparopHast pabora Nel7 «3anuui€HHbIN JOCTYIIL:
SSH-tynnens 1 VPN WireGuard mMexmy aBymst
y3J1aMU Y4eOHOTO CTEH 12

Paznen 6. [Ipumenenue NN -accuCTEHTOB NP IMATHOCTHKE U HACTPoliKe ceTeii (4 1)

Tema 6.1. Copep:xanue y4edHOTro MaTepuasia 2 OK 01, OK 02,
Poccuiickue UM- | | Poccuiickue MU-accuctents: GigaChat u GigaCode OK 09
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ACCUCTEHTHI B
padoTe ceTeBOro
aAMUHHCTpPaTOpa
" BeO-
pa3padoTyuka

(uaTerpanus c GitVerse), Anmca Al u YandexGPT.
UYTo MOXKHO OPYYUTh: OOBSICHEHHE BBIBOJA Ping,
traceroute, ss, tcpdump, dig; YepHOBHKH
koHpurypanuii netplan, nginx, nftables, docker-
compose.yml; MoAroToBKa IlaHa AUarHOCTHKU.

2. [IpoBepka pe3yipTaTa: CHHTAKCUYECKUI KOHTPOJIb
(nginx -t, nft -c, docker compose config, netplan
generate), pacuét Ha PHP, cBepka ¢ mokymenTanuei
u RFC, nposepka Ha yueOHOM cTeHze. TunuuHsle
om0k UU: apudmernka mojacerei,
HECYILECTBYIOLINE [TapaMeTPhl, yCTapeBILUe
KOMaH/Ibl, HeOe30IacHbIe MMpaBmia (pa3penieHue
0.0.0.0/0, oTk;IFOUEHHE MEKCETEBOTO SKPAHA).

3. bezonacHas pabota: 00e3NMYMBAHUE AJPECOB, UMEH
Y3JI0B U TOTIOJIOTHH, HENIOITYCTHMOCTb TIepeiadn
napoJjiei, KIouei, IepcoHaNbHBIX JaHHBIX U
KOH(UAEHIMATbHBIX cBeeHui (152-D3); ykazanue
ncnonb3oBanua MU B otuére; 3anpet MU Ha
KOHTPOJIBHBIX pa0boTax M SK3aMeHe.

B ToM umciie npakTHYeCKUX 3aHATHI H

Ja0opaTOpHBIX padoT

1. JTaboparopHast pabora Nel8 «Poccuiickue -
accucrentsl (GigaChat, Anuca Al) B TMarHOCTHKE
cereil: pa30op KOH(GUrypaLuii 1 BEIBOA YTHIIMT €
IIPOBEPKOH pe3ynbTaTa

IIpomesxxyToyHas aTTeCcTAUA: IK3aMeH (IIPOBOAMTCS B Ipeaesaax o0mero 00bema)

Bcero:

| 7 |
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3. YCJOBMUS PEAJIU3AIIMA TPOT'PAMMBbI YYEBHOM JUCIHUITIJIMHBI
«OIL.11 KOMIIBIOTEPHBIE CETH»

3.1. Jlns peaJu3anyuu NporpamMMsbl y4eOHO J1MCUMIIMHBI 10/KHBI ObITH
NpeaycMOTPeHbI cileayolue crnenuaibHble MoMelleHns

JlabopaTtopuss «KoMnbIOTEepHBIX ceTeil», OCHAINEHHAS] B COOTBETCTBHMH C
NPUMEPHO OCHOBHOI 00pa30BaTe/IbHOI MPOrPaMMOii 10 CIIeNUATbHOCTH:

— aBTOMAaTH3UPOBAaHHbIE pabouyne MecTa oOydarommxcs (Mpoleccop HEe HUXKe
Core 15, omepatuBHas mnamsaTh He MeHee 16 I'b, SSD, mommepkka
BUPTYAJIU3alMN) — IO KOJMYECTBY OOYJArOIIMXCS B TTOATPYIIIIE;

— aBTOMAaTH3UPOBAHHOE pabouee MECTO MPernojaBaTes;

— IPOEKTOP U IKpaH, MapKepHas J0CKa;

— yIpaBisieMble KOMMYTATOPBI, MapIIPyTU3ATOP, TOUKA joctyrna Wi-Fi, maTd-
naHenu, kabenp «BUTas napa», KOHHEKTopbl RJ-45, 00:kMMHON UHCTPYMEHT
U KaOelbHBIN TecTep — HE MEHEe OJHOro KOMIUIeKTa Ha Opuraay u3 2-3
o0y4Jarommxcs;

—nporpammuoe obecneduenue: Debian/Ubuntu (B BHpPTyanbHBIX MAaIIWHAX C
HECKOJIbKUMHU CETEBBIMU aJIallTepaMu U M30JIMPOBAHHOW YUeOHOW CEThIO),
Windows, tcpdump u Wireshark, dnsmasq, nginx, PHP 8.5 u Composer,
yuebHoe nmpunoxkenne Ha Laravel 13, Node.js (Next.js, Nuxt.js), Docker u
Docker Compose, WireGuard, OpenSSH, nftables, draw.io (diagrams.net),
Git, pegakTop Koa;

—noctyn k cetu Unrepner, k GitVerse u cepepy CIO Moodle; noctyn k
poccuiickum MU-accucrenram (GigaChat, Amuca Al) uepe3 yueOHBIC
aKKayHTBI HJIH CEPBUCHI, O00PEHHBIC KOJIISIKEM.

3.2. UudopmanuonHoe odecnevyeHne peain3auy NporpaMmmbl

JUis  peanu3anu  MPOrpaMMbl  OMOMMOTEUHBIH (QoHA 0OpazoBaTENbHON
OpraHM3alluU JIOJDKEH MMETh IeYaTHBIE H/WIM DJEKTPOHHBIE O0pa30BaTENIbHBIE U
UHQOpMAIIOHHbIE ~ PECypChbl,  PEKOMEHJyeMble  JUIi  HCIIOIb30BaHUS B
00pazoBaTeIbHOM MPOIIECCe.

3.2.1. IleuaTHbIE U3AHUA

1. u6pos M.B. Cetn um TenekoMMmyHuKainuu. MapmpyTtusanus B [P-cersx:
Y4EOHHK U MPAKTUKYM JIJIsl CPETHEr0 MPoecCuoHaNBHOTO 00pa3oBaHus. — 2-
e u3f., nepepad. u gon. — M.: FOpaiit, 2023. — 423 c. — ISBN 978-5-534-
16551-7.
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2.3amatuna O.M. HHpokOMMYyHUKAIIMOHHBIE cHCTEMBI U ceTh. (OCHOBBI
MOJICIUPOBAaHUA: ydeOHOe mocobue [uid CpeiHero MpodecCHOHAIbHOTO
obpazoBanusi. — M.: FOpaiit, 2023. — 159 c. — ISBN 978-5-534-10682-4.

3. Kommberotepusie  cetu:  y4eOHMK U TPAKTUKYyM  JUIS  CPEIHETro
npodeccuoHanbHOro oOpa3oBanus / moa Hayd. pea. A.M. Hewaema, A.E.
Tpyouna, A.JO. Auncumosa. — M.: FOpaiit, 2025. — 515 c. — ISBN 978-5-534-
21453-6.

4. Omudep B.I'., Omudep H.A. Komnwtorepusie cetu. [IpuHIUIBI, TEXHOIOTHUH,
MPOTOKOJIBI: Y4eOHHK 11715t BYy30B. — 5-¢ usg. — CII06.: [Tutep, 2016.

3.2.2. DneKTpOHHBIE 00pa3oBaTe/bHbIE pecCypchl

1. Ju6po M.B. Cetn u TenekommyHukanuu. Mapmipytu3anus B [P-cetsax. —
OO6pazoBarenbHas miatgopma Opaiit [caiiT]. — URL:
https://urait.ru/bcode/531278

2.3amatura O.M. HWHPOKOMMYHUKAIMOHHBIE CHCTEMBI H ceTH. (OCHOBBHI
monenupoBanus. — OOpaszoBarenbHas miaardopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/518012

3. Komnbrotepusie cetu: yueOHuKk u mpaktukyM aist CIIO. — Ob6pazoBaTensHas
miaTdopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/572240

4. Be6-10KyMEHTBI MDN: HTTP. — URL:
https://developer.mozilla.org/ru/docs/Web/HTTP

5. Hokymenrarus nginx. — URL: https://nginx.org/ru/docs/

6. JloxymeHTanus Docker (pazmen Networking). — URL:
https://docs.docker.com/engine/network/

7. Hoxymenrtanus nftables. — URL: https://wiki.nftables.org/
8. NokxymenTanus Laravel. — URL: https://laravel.com/docs

9. loxymMeHTaus GigaChat APIL. — URL:
https://developers.sber.ru/docs/ru/gigachat/overview

10. GitVerse. Ilnardopma nns pa6otsl ¢ ucxoanbiM kogoM u GigaCode. — URL:
https://gitverse.ru/

11. Kypc «KoMmmbpioTepHbIE CETH» B CHCTEME JAUCTAHIIMOHHOTO OOy4YeHUs
kotempka (Moodle): meroanueckue ykazaHusi K J1a00OpaTopHbIM paboTam,
TECTHI.

3.2.3. JlonoTHUTEIbHbIE HCTOYHUKH

1. Tanenbaym 3., Yazepomn [I. Kommnberotepusie cetu. — 5-e¢ uza. — CII6.: [Tutep,
2012.
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2. RFC 791 (Internet Protocol), RFC 792 (ICMP), RFC 1035 (DNS), RFC 1918
(uactuwie anpeca), RFC 2131 (DHCP), RFC 4632 (CIDR), RFC 8446 (TLS
1.3), RFC 9110 (HTTP Semantics), RFC 9293 (TCP). — URL:
https://www.rfc-editor.org/

3. ®enepanbhblil 3ak0H 0T 27.07.2006 Nol152-D3 «O nepcoHanbHbIX JaHHBIX).

4. HanimoHaIbHBINA KOJIEKC ITUKU B cepe UCKYCCTBEHHOIO UHTEIUICKTA (AJIbSHC B
chepe UCKYCCTBEHHOTO UHTeIeKkTa, 2021).
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4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHUSI YYEFHOM
JANCHUIIVINHBI «OI1.11 KOMIIBIOTEPHBIE CETH»

Kontponb u oneHka pe3ylbTaToB OCBOCHMS AUCIUIUIMHBI OCYIIECTBISETCS
MIpPEMno/iaBaTesieM B MPOIIECCe MPOBEACHUS MPAKTUUECKUX U JTaOOPATOPHBIX 3aHSATHUH,

TECTUPOBAHUS,

KOHTpPOJIbHBIX  PadoT,

a TaKXE BBIIIOJIHCHU OGy‘-IB.IOHII/IMI/ICSI

WHIAWBUAYAJIbHBIX 3aI[aHI/II\/'I. OI_ICHI(a OCBOCHHUSA AOUCHHUIUIMHBI TIIPEAYCMATPHUBACT
HCIOJIb30BAaHUE MATHOAIIIBHON CHUCTEMBI OLICHKH.

Pe3ynbTaTsl 00yueHuUst

Kpurepun ouenkn

q)Ole)l H METObI
OIICHKH

Ilepeyens ymeHuii, 0CBaMBaeMbIX

B PaMKax AUCHUILIHHBI:

— OpPraHU30BBIBATH U
KOH(UTYpUPOBATH
KOMIBIOTEPHBIE CETH,
HACTpauBaTh CTAaTUYECKYIO U
JUHAMHYECKYIO a/Ipecalluio,
ciry>x061 DHCP 1 DNS-kiienT B
Linux u Windows;

— CTPOHTH U AaHAIM3UPOBATh
MOJIETIM KOMIIBIOTEPHBIX CETEH,
pacCUHTHIBATh aJpeca CeTew,
MacCKH ¥ MOJCETH (B TOM YHCIIE C
MIEPEMEHHON JUIMHOW MaCKH —
VLSM) u npoBepsTs pacuéTsl
cuenapueM Ha PHP wmu Python;

— 3¢ dexkTuBHO UCTIONB30BaAThH
annapaTHbIC ¥ IPOrpaMMHEIC
KOMITOHEHTBI KOMITBIOTEPHBIX
CeTel IPH peIIeHUH Pa3TUIHBIX
3aJ1a4: MOHTHPOBATh U
TECTUPOBATEH KaOCIBHBIC
COEIMHEHUS], HACTPaNBaTh
yIpaBieHuEe KOMMYTaTOPOM,
VLAN, mapuipyTu3anuio u
TpaHcisnuio agpecos (NAT);

— BBIIOJTHATH CXEMBI ¥ YEPTEXKHU
KOMITBIOTEPHBIX CeTel ¢
UCTIONIb30BAaHUEM ITPUKIAHBIX
MIPOrPaMMHBIX CPEJICTB
(diagrams.net/draw.io);

— paboTaTh C MPOTOKOIAMH Pa3HBIX
yposaeii creka TCP/IP,
yCTaHABJIMBATh U HACTPaUBATh
rapaMeTpsl IPOTOKOJIOB,
aHAJIM3UPOBATH CETEBOH Tpaduk
(tcpdump, Wireshark);

— 00HapyXHBaTh M YCTPAHATH
OLIMOKY TPU TIepeiave TaHHBIX,
MIPUMEHSS YTHINATHI ping,
traceroute, ip, ss, dig u curl;

— a"ammsupoBats HTTP-o6men
BeO-IPUIIOKEHHs], HACTPAUBATh

«OTINYIHO)» — TEOPETHIECKOE
coziepKaHue Kypca OCBOCHO
MIOJIHOCTBI0, 6€3 Ipo0esoB, yMEeHHS
copMHUpOBaHEI, BCE
IpeyCMOTPEHHBIE PO PaMMOi
ydeOHbIC 3aJaHHs BBITOJTHEHHI,
Ka4eCTBO UX BBHITIOITHEHHS OICHEHO
BBICOKO.

«XOopomIo» — TEOPETHIECKOEe
coziepKaHne Kypca OCBOCHO
MOJTHOCTBIO, 0€3 MPOOEIIOB, HEKOTOPhIE
YMeHHUs1 CPOPMHUPOBAHBI
HEJJOCTATOYHO, BCE MPETyCMOTPEHHBIE
HpOrpaMMoii yueOHbIe 3aJaHus
BBITIOJTHCHBI, HEKOTOPBIC BHABI
3a/1aHA}1 BEITIOJHEHEI C OIHOKAMIL

«Y IOBIIETBOPUTEIHHOY» —
TEOPETHYECKOE COCPIKAHUE Kypca
OCBOCHO YaCTHYHO, HO MPOOEITBI He
HOCSIT CYIIECTBEHHOTO XapaKTepa,
HEOO0XOIUMBIE YMEHHS PaOOTHI C
OCBOEHHBIM MaTe€pUaioOM B OCHOBHOM
c(hOpMHUPOBaHBI, OONBIIMHCTBO
MPeAyCMOTPEHHBIX MTPOTrPaMMOit
00yueHMsl yueOHBIX 3a/IaHUI
BBIIIOJIHEHO, HEKOTOPbIE U3
BBINIOJIHEHHBIX 3aJJaHUH comepikar
OLIMOKH.

«HeynoBneTBOpUTEIBHO» —
TEOPETHYECKOE COIePIKAHUE Kypca He
OCBOCHO, HEOOXOIMMBIC YMEHHUSI HE
c(OpMHUPOBAHBI, BHITIOJTHEHHBIC
y4eOHbIE 3aJaHusI COJepKaT IpyObIe
OIIUOKH.

TectupoBanue (Moodle)
OreHka ¥ 3aImra
71a00paTOPHBIX paboT
KontponbHbie paboThI 110
pasnenam

Haomronenue 3a
BBITTOJTHEHHEM
MPaKTHYECKUX 3aJaHUI
Ha CTCHJIC

Dx3aMeH (YCTHBII OTBET
o OUIIETY U
MIPAKTUYECKOE 3a/IaHKe)
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Pe3yabTaThl 00yyeHus

Kputepuu oueHku

®DopMbI M METObI
OLlEHKH

HTTPS, o6paTHslii mpokcn
nginx, x3muposanue u CORS;
HACTpauBaTh CETH KOHTEHHEPOB
Docker u Docker Compose 1st
CBSI3KH «BEO-TIPIIIOKEHHE — 0a3a
JIAaHHBIX);

— UCHOJB30BaTh poccuiickue NU-
accucrentsl (GigaChat, Anmuca
Al) 11 THaTHOCTHKY CeTed U
pa3bopa ceTeBbIX
KOH(Urypaluii ¢ 00s13aTeNbHOM
MPOBEPKOH pe3yibTaTra u
coOoieHreM TpeOOBaHUI
“H(POPMAIOHHON
0€30IMaCHOCTH.

Ilepeyenb 3HAHMIA, 0CBANBAEMbIX

B pPaMKax JUCHUILTUHbBI:

— OCHOBHBIE TIOHSTHSA
KOMITBIOTEPHBIX CETEH: THUIIHI,
TOIIOJIOTUH, METO/IBI JOCTYTIA K
cpele nepeaayy;

— anmapaTHble KOMIOHEHTHI
KOMIIBIOTEPHBIX CETEH;

— MPUHIIMITBI TAKETHOW TIepeaayun
JIAaHHBIX;

— MOHSTHUE CETEBON MOJIENH,
cetreByto mozens OSI u gpyrue
ceresnie Moneiu (TCP/IP);

— IPOTOKOJIbI: OCHOBHBIE TIOHSITHS,
TIPUHIUIIBI B3aUMOICHUCTBHS,
pasnuuusi 1 0COOEHHOCTH
pacnpocTpaHEHHBIX TIPOTOKOJIOB
(Ethernet, ARP, IP, ICMP, TCP,
UDP, DHCP, DNS, HTTP,
TLS), ycTraHOBKY IPOTOKOJIOB B
OTIEPAIIMOHHBIX CUCTEMAaX;

— aapecario B cetax (MAC, IPv4,
IPv6, mopTHl, HTOMEHHBIC UMCHA),
OpraHu3aIII0 MEXCETEBOTO
B3aMMOJICHCTBHS: KOMMYTAITHUIO,
VLAN, mapmpytusanuio, NAT;

— 0COOEHHOCTH CETEBOTO
B3aMMOJICHCTBHS BeO-
MIPWIOXKEHUH U KOHTEHHEPOB,
OCHOBBI 3aIIIUTHI CETEBBIX
COCIMHEHUH (MeXceTeBoe
skpanupoBanue, TLS, VPN,
TpeboBanus 152-D3);

— BO3MOXKHOCTH, OTPaHUYEHUS U
pucku npumenenns UN-
ACCHCTEHTOB MPH JUArHOCTHUKE U
HACTpOIiKe ceTel; TpeOoBaHus K
3anTe KOHQUTYparuii,
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PesynbTaTsl 00yueHuUs1 Kpurtepun ouenkn DopMBI 1 METOABI
OIIeHKH

aJipecoB, NMapoiel, KiIodel u

TIEPCOHAJIBHBIX TaHHBIX MTPU

pabote ¢ HUMHU.

Crpanuna 20 u3 20

JOKYMEHT NOAMUCAH 3NEKTPOHHOW NOANUCHIO FATIOY CO «HuxHeTarnnbekmii
1 noanncb TOpI’OBO-BKOHOMVI‘-IeCKVIVI

CsefeHuns o noanucax — Ha ancrte nognvcen. Mposepka NOAANHHOCTM — No QR-koay. Konnemx»




JInCT mogmucex

FTAMNOY CO «HmXHeTarnnabCK1m TOproBo-3KOHOMUYECKUIA KOSeax»
SHA-256 ncxodHoro JOKyMeHTa: 66a9d72766f45bd626c5ff643aa69288b923b8c2d48de4368832ce320411794b
[okymeHT: 20 cTpaHuL,

MpoBepka nognuceii: https://sig.nttek.ru/v/cv7pWcYjaNi91CpMmMYXVEKI244aZdO70WbST3i4PFhNakrT
MeyaTHasa dopma cdopmumpoBaHa: 13.10.2026 10:27

Ne | Ponb B MoanucaHT Ceptudukar [ata n Bpemsa | Pe3ynbTaT npoBepKu
noanucun noanucaHus

1 YTBepxkpato | OMuTpuena Ne 7E9C18960643A37EF2C929CD1E513CCD, 13.10.2026 noanuchb
MapI/IHa nencteuteneH ¢ 08.10.2026 no 08.10.2027 10:26:37 AeﬁCTBMTeana
[eoprresHa POsib 1 AOMKHOCTb
3amecTuTens MOATBEPXAEHbI
AvipekTopa no NOAMMCHIO
y4ebHoln pabote
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MeyaTHas Gopma He NOANMNCHIBAETCA U CAIY>XUT AN yaobcTBa YTeHns. Opnanyeckyto cuiy nMetoT NCXOAHbI PDF-00KYMeHT 1
darinbl aneKTPoHHbIX noanucen (.sig). Moanncbe — ycuneHHas HekBaaMdULMPOBaHHAsA 3N1EKTPOHHAA NoANUCh (4. 3 cT. 5
PepepanbHoro 3akoHa Ne 63-33), BblAaHHAs yOOCTOBEPSAIOLLMM LIEHTPOM KOMneaxa.

Bpems ykasaHo no yacoBoMy nosicy konneaxa (Asia/Yekaterinburg, UTC+5).




